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SYLLABUS 

Required textbook: CyberLaw: Text and Cases (2nd Ed) Gerald R. Ferrera, et al, 
                                   West Publishing Company, © 2004
Course Objectives:

To create an understanding of the online legal environment

To provide an understanding of the liability exposure of e-commerce

To create an understanding of the ethical issues in e-commerce

To provide students with an interest in Internet reform

To enable students to become competent e-business managers

To illustrate legal strategies in accomplishing online business objectives

INTRODUCTION  - This course will review and identify the potential liability exposure of operating a Web site.  Since companies often contract out the creation of their Web site to third parties, the contract with the Web site developer will be discussed.  Obtaining a domain name by registering with a certified registrar will be explained as well as its trademark protection.  Copyright protection for the Web site will also be explained.  Libel and defamation, privacy issues, as well as trademark and copyright infringement laws will be discussed.  Disclaimer liability of the Web site owner will be explained. The jurisdiction and venue issues relevant to a lawsuit against an out-of-state defendant who owns a Web site will be discussed. Obscenity and the First Amendment’s Free Speech clause will be explained as they relate to Cyberspace.  The course will conclude with a discussion of Taxation on the Internet and Internet Security.


 Ethical issues relative to the online environment will be discussed throughout the course.

Chapter 1 - Technology and Cyberlaw

We will discuss how the Internet and the World Wide Web evolved and how they work. A review of some of the terminology and technology of the Internet along with an introduction to some of its security risks and legal issues related to its use. 
 Chapter 2 - Jurisdiction, 
JURISDICTION AND VENUE IN CYBERSPACE

Advertising and selling on the Web may subject a company to personal jurisdiction in every state in which the Web site is accessible.  We will review the traditional concepts of personal jurisdiction over a non-resident defendant and the leading cases on Internet jurisdiction.


We will briefly review common law and statutory state jurisdiction over a non-resident defendant.  Electronic links between a non-resident defendant and the forum state court.  Personal jurisdiction in states where a Web site is accessible based on the extent of its business in that state. 

CASES: 
 Pavlovich v. The Superior Court of Santa Clara, p. 26
                      Verizon Online Services, Inc.  v. Ralsky, p. 29

       
 American Online, Inc. v. Superior Court (Mendoza),  p. 33



Yahoo!, Inc. v. La Ligue Contre Le Racism,  p. 37
 Chapter 3 - Trademarks 

Trademark protection is based on the theory that continuing use of a trademark creates a relationship to a product or service in the minds of the consumers and is a legally protected property interest.  Claims of trademark infringement or unfair competition argue that the public will be confused and harm the trademark owner. We will explain and discuss the electronic use of “domain names” in relation to trademark law, “linking”, “framing”, and “meta-tags” as possible electronic trademark infringements.


Allotting Domain Names - Registration with a certified company, Uniform Domain Name Dispute Resolution Policy; new top-level domain names to be introduced worldwide; Federal Trademark Dilution Act; Federal Trade Commission and “copycat Web sites”; “cybersquatting” and registration with the United States Patent and Trademark Office; disclaimers.

CASES: 
Julia Fiona Roberts v. Russell Boyd, p 54
Checkpoint Systems, Inc. v. Check Point Software

       Technologies, Inc. et al, p. 59

           A.B.C. Carpet Co. Inc. v. Naeini. p. 64
               
E & J Gallo Winery v. Spider Webs Ltd, p. 68


Playboy Enterprises, Inc. v. Welles, p. 73
Chapter 4 - Copyrights 

COPYRIGHT LAW AND THE INTERNET

Copyright laws protect the exclusive rights of the author or owner of a copyright to print, publish and sell the subject of the copyright. These exclusive rights are subject to “fair use” and public domain. We will examine how the Copyright Act applies to online information and transactions and why companies with Web sites should attach copyright notices to their works. The international protection of copyright law as treaties address the issue of literary and musical works transmitted on the Internet.


Overview of the Copyright Act of 1976 as amended; copyright and the online environment; registration with the U. S. Copyright Office; the Berne Convention Implementation Act; permits criminal charges for electronic copyright infringement.

CASES:   Eldred v. Ashcroft, p. 89

      Religious Technology Center v. Netcom On-Line Communications 


Services, Inc., p. 95
Chapter 5 - Business METHODS PATENTS AND TRADE SECRETS  

LEGAL FRAMEWORK OF PATENTS

The sources of patent law, criteria for granting a patent, and the strategies involved in writing patent claims are examined along with the use and law of trade secrets.
CASES:   State Street Bank & Trust Co v. Signature Financial Group, p. 120


      Marketel International, Inc v. Priceline.com, p. 123


      Amazon.com, Inc. v. Barnsandnoble.com, Inc, p. 126


      DVD Copy Control Association v. Bunner, p. 138

Chapter 6 - Online Contracting


Contracts for the sale of goods (personal property) are governed by the Uniform Commercial Code, Article 2.  Since the U.C.C. predated electronic commerce, in 1997 the National Conference of Commissioners on Uniform State Laws published a draft of proposed revisions of Article 2 that govern electronic contractual transactions.  This unit will review Article 2 of the U.C.C. and common law provisions of a contract for the sale of goods and explain the proposed U.C.C. Article 2B that relates to electronic contracting.


Special contractual issues relevant to electronic commerce; proposed U.C.C. Article 2B that will govern the use of electronic agents to form contracts; “shrink-wrap” and other forms of mass-market licenses; special warranties and remedies related to the licensing of information.

CASES:     ProCD, Inc. v. Zeidenberg, p. 177

        Specht v. Netscape Communication Corp.  p. 179

        State Auto Property & Casualty Insurance Co. v. Midwest

Computers & More, p.183

        American Guarantee & Liability Insurance Co. v. Ingram Micro, p. 184 
Chapter 7 - SALES TAX IN E-COMMERCE
TAXATION ON THE INTERNET


We will examine the tax issues raised when consumers buy computer software, clothing, books, securities and services online. States seeking sales tax from an out-of-state business must demonstrate the company had a physical presence or “substantial nexus” under the commerce clause.  We will discuss a Web site in cyberspace as a physical presence in the marketplace and the tax issues relevant to that relationship.  The Internet Tax Freedom Act also will be reviewed.
CASES:     National Bellas Hess, Inc. v. Dept. of Revenue of Illinois, p. 198

       Quill Corp. v. North Dakota, p. 201

Chapter 9 - Privacy


Electronic mail has replaced telephone and inter-office mail communications as the principal medium of business communications.  We will examine E-mail privacy in the workplace and blocking of bulk E-mail solicitations (“SPAM”).


Multinational corporations processing information throughout the European Union (EU) will be subject to the Data Protection Directive’s standards of privacy protection.  The DPD will be explained and discussed.


“SPAM” and the recently enacted CAN SPAM Act of 2004 will be discussed along with the sources of the right to privacy, state constitutions, and the Common Law torts for the invasion of privacy.

CASES:    Katz v. U.S. p. 261

      In Re DoubleClick Inc. Privacy Litigation, p. 281


      Cyber Promotions, Inc. v. America OnLine, Inc., p. 288

      CompuServe Inc., v. Cyber Promotions, p. 290
                 Michael A. Smyth v. Pillsbury Company, p. 294


      Robert  Konop v. Hawaiian Airlines, p. 297 

Chapter 10 - Obscenity
ONLINE OBSCENITY


Child pornography on the Internet and obscenity on bulletin board services will be discussed in relationship to the First Amendment. A comparison will be made with developments of censorship in European and Asian law.  We will review and discuss the law of obscenity, the Communications Decency Act of 1996, First Amendment protection, the Miller test for obscenity and government regulation of cyber porn, and the invalidation of the Child Pornography Prevention Act.

CASES:      Miller v. California, p. 313

        U.S. v. Thomas, p. 316

        U.S. v. Playboy Entertainment Group, Inc., p.322


         Ashcroft v. American Civil Liberties Union, p. 328
                   Osborne v. Ohio, p. 332
                   Urosky v.Gilmore, p. 334
Chapter 11 - Defamation
DEFAMATION ON THE NET

Web pages and bulletin boards are potential places to defame a person and/or company’s reputation.  We will explore what legally constitutes libel, cyberspace as a “public forum”, and how a provider can avoid liability for content posted on its bulletin boards by screening user content. Libel and slander; computer bulletin boards and free speech will be discussed.

CASES:      Zeran v. America Online, Inc. p. 350


        Sidney Blumenthal v. Matt Drudge and America Online, Inc., p. 352 

 
        Ellis v. Time, Inc., p. 361
Chapter 12 - Internet and Information Security

SECURITY ON THE NET


The use of credit cards to purchase items on the Web and the exporting of software create special security issues.  The theft of electronic proprietary information by computer hackers and password protection will be discussed as companies turn to hardware and software that have encryption capabilities to protect data being transmitted and stored in the U.S. and abroad. We will look at the government’s role in this process.


Encryption – First, Fourth and Fifth Amendment Issues: Key Cryptography: Department of Commerce with jurisdiction over exportation of encryption devices; proposed Secure Public Networks Act granting government authority to access encrypted messages. We will discuss firewalls, transactional security systems, cryptography as "speech" protected by the First Amendment.

Regulating the Export of Cryptography Products, Fourth and Fifth Amendment of the U.S. Constitution and Cryptography.
CASES:     Universal City Studio, Inc., et al v. Corley, p. 378


       Junger v. Daley, p. 382

       Bernstein v. U.S. Dept of Commerce,  p. 384
       

       Kyllo v. U.S., p. 387


       U.S. v. Scarfo, p. 392

       Karn v. Department of State, p. 395 

Chapter 13 - Internet and Computer Crime, 

We will examine the nature of computer crime and its definition, how computers are used in the commission of crimes, crimes against persons and property and federal laws addressing Internet crime.

CASES:      U.S. v. Sample, p. 412 

         Ashcroft v. Free Speech Coalition, p. 417
         U. S. v. Morris, p. 422

         U. S. v. Czubinski, p. 423

         U. S. v. Rothberg, p. 427
FEDERAL STATUTES:


We will also review and discuss the following federal statutes regulating business and the Internet: 


 Digital Millennium Copyright Act of 1998


 Anti-cybersquatting Consumer Protection Act of 1999


 Uniform Domain Name Dispute Resolution Policy


 Federal Trade Mark Dilution Act


 Internet Tax Freedom Act of 1998


 Children’s Online Privacy Protection Act 


 Electronic Communications Privacy Act 


 Child Pornography Prevention Act of 1996


 CAN SPAM Act of 2004

IMPORTANT COURSE NOTES:

1.
Grading is subject to the instructor’s discretion and may be based on exams, quizzes, homework, attendance, class preparation, participation, and attitude.  (Students are expected to attend every class.) 

2.
Exams and quizzes are to be given and taken when scheduled.  NO MAKE-UPS ARE ALLOWED.

3.
All students are expected to adhere to the Bentley College Academic Honor Code.  Violators are subject to suspension or expulsion.

4.
Any student eligible for and needing academic accommodations because of a disability is required to meet with Chip Kennedy , Coordinator of Disability Services, in La Cava 166, within the first three weeks of the semester.

3.
Use of computers, cell phones, pagers and other electronic equipment in class is STRICTLY PROHIBITED.

GRADING
Class Participation ….   10 %

Mid Term Exam ….  20 %

Final Exam …. ……….    25 %

Essays (2) …. …….  30 %
Team Project ….  Paper (10) + Oral Presentation (5) …………  15 %

[Cont]

WEEKLY ASSIGNMENTS

Date




Assignment________________________________

May  24:
Chapter 1, “Technology & Cyberlaw,” pp.3 -14;  Chapter 2, “Jurisdiction,” pp. 15 - 42, Case Problems #1- 5, pp. 42-44.
May 31:
Chapter 3, “Trademarks,” pp. 47 - 81, Case Problems #1- 5,

pp. 81- 82; Chapter 4, “Copyright,” pp. 83 - 98.
June 7:
Chapter 4, pp. 98 – 109, Case Problems, #1 - 4, pp. 109 - 110;



Chapter 5, Business Methods, Patents, & Trade Secrets,”



pp. 111 - 145, Case Problems 1-11, pp. 145 - 147.

June 14:
Chapter 6, “Online Contracting,” pp. 151- 190, Case Problems #1 - 5, pp. 190-191; Chapter 7, “Sales Taxes in E-Commerce,” pp. 193 – 216,


Case Problems #1 - 6, pp. 216 - 218. PAPER #1 DUE:  “Given Rapidly Changing Technology, Should Copyright Laws Be Changed?” [4 pages, double –spaced, font 12, Times New Roman Typeface;  bibliography with at least 3 sources, excluding the text]  [NO LATE PAPERS ACCEPTED]

June 21:
MID TERM EXAM
 (90 Minutes)

June 28:
Chapter 9, “Privacy,” pp. 257- 307, Case Problems #1- 6, pp. 307- 309.


(Appellate Moot Court Teams Assigned) 
July 5:
Chapter 10, “Obscenity,” pp. 311- 340, Case Problems #1 - 6, pp. 340 - 341; Chapter 11, “Defamation,” pp. 343 - 352, Case Problems #1- 3, pp. 364- 365. 

July 12:
Chapter 11, pp. 352- 364, Case Problems #4 - 6, pp. 365- 366;

Chapter 12, “Internet & Information Security,” pp. 367- 402, Case Problems #1- 5, pp. 402 - 403.
July 19:
Chapter 13, “Internet & Computer Crime,” pp. 405 - 443, Case Problems #1- 9, pp. 443- 444. PAPER #2 DUE:  “Does the Current Law Shielding ISP’s From Liability Go Too or Not Far Enough?” [4 pages, double –spaced, font 12, Times New Roman Typeface; bibliography with at least 3 sources, excluding the text]  [NO LATE PAPERS ACCEPTED].

APPELLATE MOOT COURT TEAM PRESENTATIONS
July 26
FINAL EXAM (two hours)
LA725SYLB.SUM07
� College rules require that exams be given and taken when scheduled.    











