[image: image1.png]s
o
BENTLEY

e bentley e




IPM 722 – Information Privacy:  Policy and Strategy 
Fall 2008
Professor Mary Culnan

Office:  322 Smith (IPM Department)
Telephone: 781-891-2773

E-Mail: mculnan@bentley.edu
Office Hours:  Tues-Thurs 5-6 p.m. and by appointment. The best way to reach me is by email

Class Meetings:

Wed. 5-7:20 p.m,.JEN 307 
Why Take This Course?  

Personal information is a critical resource in today’s competitive global economy, and most business processes touch personal information.  As a result, you are likely to make decisions during your career which can either create value for your company and customers, or result in a “privacy disaster” for your company.  Further, outsourcing, new technologies, mobile computing and 9/11 all continue to raise new and often difficult questions about the appropriate uses of personal information in marketing and operations, in the workplace, and by the government.  Security breaches are widespread and illustrate how a failure to manage privacy effectively can cause a firm significant financial and reputational damage.
Privacy is a complex and unresolved issue.  There is consensus about principles but not about their implementation which also varies across organizations. The course content is designed to help you think critically about a range of privacy issues.  The course structure will help you develop your skills in addressing privacy issues including the ability to design a comprehensive privacy risk management program.  By the end of the semester, you should have acquired the core knowledge and skills you need to be a privacy professional.
Texts:

Peter P. Swire and Sol Bermann, Information Privacy:  Official Reference for the Certified Information Privacy Professional (CIPP),International Association of Privacy Professionals (IAPP), 2007.  Available directly from the IAPP (www.privacyassociation.org):  http://www.register123.com/event/profile/form/index.cfm?PKformID=0x366112f68d

Additional readings and cases available through the course Blackboard site http://blackboard.bentley.edu (Bb on the class schedule)

Course Objectives: 
Knowledge:  
· Public policy approaches to addressing privacy (e.g. laws versus self-regulation).   What rules constrain the use of personal information by organizations?
· Current events related to privacy including privacy issues raised by new technologies and new business practices (e.g. RFID’s, behavioral advertising)
· Privacy as an important cross-cultural issue in the global economy
· Legal, ethical and organizational implications of various choices managers make regarding the use of personal information.
Skills:
· Analytic tools and frameworks for addressing privacy concerns and how to use the tools in a variety of different contexts
· How to develop and implement a privacy risk management program
· How to write a privacy notice 
Attitudes:
· Recognize that you have a crucial role to play in how your organization manages personal information, regardless of your functional specialty or role

· An appreciation for challenges involved in managing personal information use strategically in the networked business environment.
The course will also give you the opportunity to improve your skills in problem analysis and your oral and written communication skills.

Assignment Summary & Important Due Dates

	Assignment
	Points
	Due Date
	% of Grade

	3 Homework assignments (2 @ 75 points, 1 @ 100 points)

	250
	Throughout the semester
	25%

	Quiz
	50

	
	5%

	Risk Management Program (team project)
	300
	Final paper due in class on 12/11; Oral progress reports due in class on 10/9 and 10/30
Class presentation on 12/4
	30%

	Current events briefing memos 
	200
	See Below

	20%

	Overall Class Participation & Contribution 

	200
	All Semester
	20%

	TOTAL
	1000
	
	100%


Assignments

· Homework Assignments .  Assignments and due dates will be posted on Blackboard under “Assignments”).  To be done alone.

There is no final exam in this course.  Instead, there will be an in-class quiz which will cover the factual material from the course.  There will also be homework assignments which measure your ability to apply the course materials similar to take-home questions on a final exam.  You may choose 2 topics to prepare (75 points each).  Everyone must do the third assignment (100 points) which is due on 11/12.  There will be an assignment for most but not all classes (last optional assignment will be due on 11/5), so plan accordingly.    Actual assignments are on Blackboard under “Assignments” for each class.  Even if you are not preparing an assignment to turn in for a grade, you are expected to prepare the assignment for class discussion. 
· “Current Events” Write-ups.   To be done alone.  Due in-class between 9/17 and 11/12
Privacy is in the news regularly and organizations need to stay on top of the latest developments and issues.  This assignment will help you relate the course concepts to real world issues. 

You are to prepare written executive briefings on privacy issues of your choice that is relevant to the class.  
· Your article must have been published after the beginning of the semester (hence the “current” in the name of the assignment)

· Your article should involve an issue with implications for the CEO or other senior management of an organization. You may choose an article about a new technology with unresolved privacy implications.  
· Try to pick an article that has some controversy or tension (one clue is that people with different perspectives will be quoted in the article).   
· You should be prepared to discuss your briefing in class (describe the issue and summarize your conclusions). 
Your briefing should take the form of a 1-2 page maximum single-spaced memo to your CEO.  You should devote 1-2 paragraphs maximum to an overview of the issue.  Next you should argue why this is important and what are the potential implications for the organization.  You should conclude with recommendations about how the issue should be addressed by your organization.  Your memo may not exceed 2 pages single-spaced.  You must attach a copy of your article to your write-up.  Also, if you consult any other sources, please attach a list of references (with full citation, e.g. author, title, date plus URL if online)

In addition to the traditional media, either print or online, there are two good online sources for privacy.  The first is the BNA Privacy & Security Law Report, a weekly newsletter of current privacy issues (available online from the Bentley Library – use the dropdown menu for “Find Articles & Databases” on the Library’s home page).  EPIC is another organization that covers selected privacy news but with a point of view:  See:  www.epic.org.  – you may sign up for their free e-newsletter, the Epic Alert or search back issues online (www.epic.org/alert).
To maximize the opportunity to discuss your current events topics during class, a maximum of three students may prepare a current events paper for any given class.  Email me to reserve the dates of your choice – first come, first served.  I will post the list of who has reserved which dates on Blackboard under Announcements.   
· Risk Management Program Team Project (Final paper due in class on December 17;  Class presentations on December 17.)  To be done in a team of 3-4 people.
The purpose of this project is to give you experience developing a risk management program for privacy for a “real” organization based on the AICPA guidelines for implementing privacy consulting services.  

The recent Bentley-Watchfire survey on online privacy in higher education found that the majority of leading U.S. colleges and universities have not posted a privacy notice on their websites, suggesting that they have not implemented a risk management program for privacy.  Your team is to select a Massachusetts school from the spreadsheet available on Blackboard and then use information available on the school’s website to analyze its current practices and to  develop a privacy program for this school.  

You are to:

· Surf the website and conduct an inventory of the personal information your school collects.  (You should also use your experience as a college student to identify other types of information collected and maintained that may not be obvious from the web).  You are to categorize the different types of information based on sensitivity and types of protection needed.  Identify the “owner” of the information.
· Compile a list of the federal laws with which the school needs to comply.  Do you see any gaps between their practices and what the law requires?  For any gaps, make recommendations about what needs to be changed.

· Can you determine if the school is PCI compliant (Hint: do they say what software they use to process credit cards)?

· Based on your surfing, is the school engaging in any risky practices even if they are legal?  Are they complying with best practices?  If not, identify what needs to be changed.  

· What third-party relationships, if any, involve personal information, e.g. outsourcing?  What rules should apply to any current and future relationships (including what should go in the contract).  
· Develop a privacy policy for your school (for internal use)

· Write a privacy notice based on your policy describing your policy for the public.  
· Write a layered “short” notice based for your “long” privacy notice
· What governance processes does your school need to make sure it complies with its policy?  (Hint: you could organize this around the elements of FIP’s).  For example, if the policy says it only collects certain types of personal information, what procedures does the school need to make sure a department does not start to collect other types of personal information in violation of the policy?  If the school says it secures personal information, what does this mean in terms of its practices?

Specific requirements for the project and additional resources will be posted on Blackboard in the “Risk Management Project” folder under Assignments.  
The deliverables for this project include a final report written for the school’s president addressing the project requirements.  Your team will also present its findings to the class on December 17.  
Course Policies (Please Read the Fine Print!)

Blackboard

You are required to visit the class site regularly to stay on top of assignments.  Course announcements will be posted on Blackboard, and the email list will also be used to distribute announcements and information.   

The class site may be found at http://blackboard.bentley.edu.  

Policy on Grading

Your written assignments will be graded for form as well as for content. Errors in spelling, grammar, or punctuation all detract from or distort the message you are trying to communicate!  Obvious errors (e.g. a misspelling that could be caught by the spellchecker) will lower your grade.  
Final grades for the course will be based on a 1,000‑point scale and will be determined by adding up the points earned. An "A" or “A-“ reflects work that is clearly superior and exceeds the criteria on all dimensions or most dimensions respectively.  A "B" or “B+” means good/very good work that fulfills all the requirements for a particular assignment.  A “B-“ reflects work fulfills the bare minimum requirements for a particular assignment. 

Policy on Late Work

In general late work will not be accepted.  In exceptional circumstances, late work may be accepted but only with prior arrangement and will generally be subject to a 10% penalty.
Appeals

Grades on any written work may be appealed.  To appeal a grade, submit the work along with a written memo explaining why your grade should be changed.  Appeals may not be made based on comparison with other students’ work.  There is a “statute of limitations” on appeals:  they must be filed within two weeks of the time grades are returned to the class.

Once I receive your appeal, I will respond within a few days by either raising your grade per your request or b) explaining why I cannot do so.  In no case will an appeal result in the lowering of a previously assigned grade.

In evaluating appeals, I try to provide a fair solution when viewed from the perspective of all of the students in the course. 

Class Contribution

Your grade for class participation will be based on your contributions to the class discussions.  Obviously if you do not attend class you cannot contribute to the discussions. In order to receive an A (4.0), you must make ongoing,very high quality contributions to the class discussions. 
In assessing your contributions, quality is more important than quantity.   Does a comment represent fresh thought, or does it just rephrase what has already been said? Does the comment represent solid analysis of a case/reading or just a reiteration of facts? Is a point made concisely, or is it buried in a long diatribe? Does a comment address the question currently on the floor and move the discussion forward, or is it way off the mark?  Do you build on what someone else said, even if you disagree?  If "cold called," were you prepared?  Good questions count too. 
It is particularly important that we have high quality discussions when we have guest speakers so they leave with a positive impression of Bentley and of our graduate students (you play an important role in marketing Bentley to our external stakeholders).
Academic Honesty
All work must be your own, including selection of current events articles.  If you consult other sources including Internet sources, you must cite them.  Bentley’s Academic Honesty Policy from the Student Handbook will be strictly enforced.  Period.
Tentative Class Schedule (Updated 9/2/08)
Reading and other homework assignments will be available for each class in the Assignments folder on Blackboard.  Additional resources for each class will be available in the Course Documents folder on Blackboard .  Order of topics may change due to availability of guest speakers.  S&B = Swire & Berman (IAPP)
	Class 
	Topic & Key Assignments

	9/3

	Introduction to Privacy & Information Risk Management 

Read:  S&B 1, Solove, “I’ve Got Nothing to Hide” (Blackboard)


	9/10

	Legal Frameworks, Self-Regulation
In-class:  finalize teams and topic for project


	9/17

	Information Risk Management (cont’d)


	9/24

	Privacy Notices


	10/1

	Internet Privacy
Guest Speaker:  Jim Miller, Director of Technology Policy & Strategy, Microsoft
First oral progress report due in class


	10/8

	Addressing Security Breaches
Guest Speaker:  Agnes Bundy-Scanlan, Goodwin-Procter


	10/15

	Managing Security

	10/22

	Global Privacy and the Safe Harbor



	10/29

	 Medical Privacy  
· Guest speaker: Leon Goldman, MD, Chief Compliance & Privacy Officer, Beth Israel Deaconess Hospital


	11/5

	Elensys Case and Privacy Impact Assessment (PIA)
Second oral progress report due in class


	11/12

	New Technology Challenges 
Fourth (required) homework assignment due in class


	11/19

	In-class quiz


	11/26

	No Class – Thanksgiving holiday


	12/3

	Privacy and National Security Post 9/11  

	12/10

	Guest Speaker: Brian Tretick, Executive Director, Ernst & Young Privacy Advisory Services


	12/17
	Presentations of Team Projects
Guest Speaker:  Bentley President Gloria Larson

Final paper due in class


Student Information Sheet 

IPM 722, Fall 2008
Name: _____________________________________________________________    

                  Last                             
              
First

Preferred first name:  ____________________________

Degree Objective (e.g. MBA, MSIAM, etc): _______________ 

Concentration:  _____________________________________

-----------------------------------------------------------------------------------------------------------

Briefly describe your work experience and professional interests:

Why are you taking this course?  What do you hope to learn?

Any concerns, comments or questions about the course?

An interesting or trivial fact about you:

MG 340 – Fall 2001
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