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Note: This course offers a classroom-based experience blended with an online component. Students must be sufficiently motivated to perform the assigned readings and problems on the dates when we do not meet.

PREREQUISITES

· ACG 2021:  Principles of Financial Accounting

· ACG 3103: Intermediate Financial Accounting I

· ACG 3113: Intermediate Financial Accounting II

· ACG 3401: Accounting Information Systems

· ACG 4632: Auditing I

In addition, you should possess a basic competency level with PCs, Windows 2000 or higher and MS Access.   
REQUIRED TEXTBOOKS:  Students may wish to share textbooks. These may be acquired online at substantial savings. If you purchase a used Hall & Singleton text, be sure that the ACL CD is included. This CD is required for a number of course projects.
Required Textbooks
Hall & Singleton, "Information Technology Auditing and Assurance", 2nd Ed.

2005, Thomson South-Western, ISBN:0324-19198-7 (with ACL CD)
Whitman & Mattord, "Principles of Information Security" , 3rd Ed. 2009, Thomson Course Technology, ISBN-10: 1-4239-0177-0
Other:

      Extensive handouts and online readings are required.
Materials: USB flash drive and calculator
COURSE DESCRIPTION: This course introduces the current IT audit and investigative software and 
processes used to explore contemporary accounting systems and databases. Students are exposed to electronic and other means of surveillance in use today.

COURSE & LEARNING OBJECTIVES 
To understand what an IT audit is and how it is performed

To understand the basic components of computer forensics and how they relate to the audit responsibility
To understand how to perform a computer investigation

To understand the processing of the computer

To understand what investigative tools are available to the auditor and investigative specialist
To understand IT information security threats and controls including COBIT
To be able to implement the relevant sections of SAS 94 & 99 and Sarbanes-Oxley 
To understand what computer forensics is and how an investigation is performed.

HOW TO SUCCEED IN THIS COURSE: This course is very time-intensive. Expect outside assignments to require a minimum of 6-8 hours each week. To derive the maximum benefit, students should read the chapters prior to the lecture.  It is extremely important that students keep up with readings and projects in order to actively participate in class. Active learning is emphasized in this course.  This means that you the student are primarily responsible for your learning.  To succeed, you must attend class regularly, read, and contribute fully to class discussions. Students who miss class are responsible for all announcements made and materials discussed in class and should confer with another student to get this information. Lectures are not posted or handed out!
BLACKBOARD and E-MAIL RESPONSIBILITIES: Course materials, assignments, syllabi, announcements, grades, but not lectures, will be posted on Blackboard at https://my.usf.edu. You must have a USF NetID to access Blackboard.  You can set up your NetID at https://una.acomp.usf.edu/.  Once you are able to access Blackboard, you can change the default e-mail account to any account you wish.  It is imperative that you do so if you do not plan to use your USF mail account.  You are responsible for any email I send to you through Blackboard. Assignments may not be submitted via BB or email. Students should not send blanket e-mails to all other students in the class. Students can and should use e-mail to communicate with individual class members only. Under no circumstances should students send out blanket e-mails to the entire class!
BB has a link to the class website that includes readings, slides, and other materials. You can access it directly at www.stpt.usf.edu/gkearns/acg6936/  Slides and lecture materials are posted but may be updated 24 hours before class! This class requires the use of the Internet and e-mail.  If you do not possess an e-mail account, you should obtain one from academic computing.  Website:  USF Academic Computing (http://www.acomp.usf.edu).  To set up an email account online go to: https://una.acomp.usf.edu. 
OFFICE HOURS: Students are encouraged to seek individual assistance during office hours as needed.  If a student has a conflict with office hours, a mutually convenient time will be worked out on an individual basis. Students are encouraged to email the instructor with questions.
ATTENDANCE: Students are expected to attend all classes and are responsible for any material missed.  If you miss class, check Blackboard and with a class mate. Private tutoring is not given to students who miss class. Excused absences are for signed medical excuses, observance of religious holidays, and deaths in the immediate family. Exams will not be given early or late under any conditions except for medical emergency.

RELIGIOUS OBSERVANCES: Students who anticipate the necessity of being absent from class due to the observance of a major religious holiday must provide notice of the date(s) to the instructor, in writing, by the second class meeting.

DISABILITIES: Please inform the instructor no later than the second week of class if any special accommodations or arrangements will be necessary. 

Computer Software: A basic understanding of Excel and Access software is expected prior to taking this course.  Students are individually responsible for making-up any deficiencies in computer training.

CLASS PARTICIPATION AND PROFESSIONALISM: Students are expected to attend class and participate in class discussion where appropriate and/or when called on.  Further, students are expected to conduct themselves at all times in a professional manner, including regular class attendance, alertness and interest in the class.  Unprofessional behavior includes, but is not limited to texting, chewing gum, reading the newspaper in class after class has begun, being late for class, talking to one's neighbor excessively, leaving class early, sleeping in class, net surfing, or engaging in any other behavior that is disruptive or disrespectful.  Turn off cell phones during class! All academic disruptions will be dealt with according to university policy.
CONTINGENCY PLANNING: It is critical that students take responsibility for their work. Assignments are due at the beginning of class. Make allowance for printer failures, disk failures, etc. Always backup files and print reports early.  

HONOR SYSTEM: Under the USF Honor System, each student is expected to observe complete honesty in all academic matters.  Violation of the Honor System will be referred to the Honor Council.  Note:  The following are violations of the Honor Code:  Copying another student’s homework, signing another student’s name on the attendance roster, copying another group’s disk or written work, using another student’s computer disk to print out your assignment, copying another student’s file onto your disk, and misrepresenting a reason for a missed exam.  Punishment for academic dishonesty may result in an automatic “F” or “FF” in the course or action that may result in suspension or expulsion. See the USF Policy on Academic Dishonesty & Disruption of the Academic Process at http://www.ugs.usf.edu/catalogs/ 0304/adadap.htm
S/U GRADES: No upper level accounting course may be taken on an S/U basis.

W GRADES: A W will only be given to students who have formally withdrawn from the course before the official drop date. University policy will be followed.

INCOMPLETE (I) GRADES: An “I” grade may be awarded to an undergraduate student only when a small portion of the student’s work is incomplete due to circumstances beyond the control of the student and only when a student is otherwise earning a passing grade.  “I” grades are to be used only in emergency situations.  “I” grades are not to be used as a means of avoiding a poor grade.

FINAL GRADES: The instructor will not disclose final grades prior to official release and notification by the University of South Florida.  However, students may track their grades on Blackboard during the semester.

CHANGES IN COURSE CALENDAR: Students are responsible for knowing about changes announced in class regarding the course calendar and/or due dates of assignments.  Check Blackboard for announcements.  The instructor reserves the right to make changes to the course calendar where deemed necessary.   

CLASS PRESENTATIONS: Each student will be responsible for one individual topic presentation (to be assigned by professor) and one team presentation for the term paper (topic to be assigned by professor). Dress does not have to be business professional but should be neat and presentable – definitely not beach casual. Shorts, caps, tank-tops, etc. are not acceptable. Presentations should be efficient and effective and presenters should approach the topic with the same degree of commitment they would invest into a work project. PowerPoint slides should be limited to: 10 content slides maximum for the individual topics (8-10 minutes) and 25 slides maximum for the term paper (20-25 minutes). Slides must be e-mailed to the professor (stpetebay@yahoo.com) 48 hours before class. The name of the file should be student_last_name.ppt. Always use a title slide and a closing slide. Detailed instructions for preparing topic papers and term papers plus the assigned topics are on BB.
COURSE ASSESSMENT: We will not use the +/- system. We will use the traditional whole grade system. Course grades will be determined as follows:
	Assessment
	Points
	
	Grade
	Point Range
	Quality Pts

	Exams 2 @  125
	250
	
	A
	89% - 100% (354-400)
	4

	Online Quizzes 10 @ 5
	50
	
	B
	78%-88.5% (312-353)
	3

	ACL Exercises 2 @ 15
	30
	
	C
	68%-77.5% (272-311)
	2

	Topic Presentations 1 @ 10
	 10
	
	D
	58%-67.5% (232-271)
	1

	Group Term Paper
	50
	
	F
	< 231
	0

	Term Paper Presentation
	10
	
	
	
	

	total points possible ... 
	400
	
	
	
	

	
	
	
	
	
	


ASSIGNMENTS: Reading and other assignments are shown on the course calendar by due date.  Please check BB announcements regularly for changes to the course schedule and modifications to the homework assignments. The professor reserves the right to retain for pedagogical reasons the original of any student’s test, written assignment, paper, video, presentation, or similar work submitted by the student for this class. Reading assignments are in .doc or .pdf format on my website.
ACL EXERCISES: ACL exercises will be based on the software that accompanies the Hall text. Labs also have ACL Ver. 9. An online ACL document (ACL in Practice in Course Documents) will provide reading assignments and assigned exercises. All exercises represent individual work effort. You cannot receive assistance from another person on the project. If clarification is needed, contact the professor in advance of the due date. Collaboration between students on assignments represents a violation of the academic honor code and may result in a failing grade for the class. 
All students are expected to submit assignments in a professional workmanship manner. This includes:

· Items submitted stapled, with required cover page, student’s name, course, assignment, and date typed and visible. (Items without staple will not be accepted.) No cover on the paper please.
· All sheets submitted should be typed or computer generated – not hand written. 
If you have any question as to what I expect on an assignment or what I consider to be a professional presentation, contact me prior to the due date for clarification.  Assignments that are sloppy and/or illegible will receive lower grades. 
POLICY ON LATE ASSIGNMENTS:  Assignments are due at the beginning of class (or online if electronic submission) on the date assigned (see Course Calendar for due dates of assignments). Late assignments will be penalized at the rate of 20% per day late. Assignments will not be accepted after the last class period.
EXAM POLICIES AND MAKEUP EXAMS: Exams will consist of a take-home component that is mainly essay questions. The exam will be posted as an electronic submission to BB by 6 p.m. on the exam day. The second component consisting of multiple-choice questions will be given online beginning at 4 p.m. and ending at midnight on the day of our class. Instructions and a password will appear with the exam. Do not begin the exam until you are ready to take it. It is open book and open note but you cannot receive assistance from any other person or source. Questions appear individually and must be answered in the order that they appear. You cannot go back to a question! You have exactly 60 minutes to complete the exam so little time is available for perusal of notes. If you time-out before completing the exam, you have lost those points so practice time management carefully. 
In the event of a missed exam, a score of zero will be assigned. Missed exams may be made-up only with well documented cases of emergency or death in the immediate family.  Make-up exams will be scheduled at the convenience of the instructor and will be different than the regular exam. All exams are retained by the instructor for a minimum of two weeks into the next semester and then destroyed.  Note that there is no makeup for the final exam and the final exam cannot be given at an earlier date to any student. If you have exam conflicts, please resolve them immediately.  All exams will be destroyed on August 1, 2009.
Grading of assessments: Students have one (1) week from the time an assignment or exam is returned to them to question grading.  After that, no grade will be adjusted.  Students who are not able to comply with the one week rule must contact the instructor as soon as possible to explain the circumstances.  Office hours are the best time to discuss your exam.  If office hours do not work, a mutually convenient time will be found.   The instructor retains all exams and some assignments for a minimum of two weeks following the end of the semester.  Extra credit assignments are not given. Please do not ask for extra credit.

KEY LEADERSHIP SKILLS AND PERSPECTIVES: Numbers indicate levels 0-5.

	PRIVATE 
Interpersonal and Communication Skills
	Analytical and Critical Thinking Skills
	Information Technology Skills
	Reflective Thinking and Experiential Learning
	Ethical and Social

Consciousness
	Multicultural Competence

	4 (a)
	5 (b)
	5 (c)
	3 (d)
	3 (e)
	1 (f)


a. Three in-class presentations and a group project.
b. Advanced problem-solving and software proficiency skills related to auditing forensics situations. 
c. Extensive development of IT investigative skills.

d. Exam problems will require students to demonstrate reflective thinking skills.

e. Discussion of IT security issues and techniques of audit and control that impact privacy. 
f. Limited discussion of impact of other cultures on accountancy or information systems.
	 ACG 6936   ~   Class Schedule  & Assignments ~   Fall 2008
Monday 6 p.m. – 8:50 p.m.
Based on changing class needs, assignments may be modified throughout the semester.

	MON
Date
	Lecture & Activities
	Reading Assignment Due
	Assignments Due

	#1

Aug 25
	Syllabus and Assignments
IT Auditing and Computer Forensics
Assurance & Internal Control

COSO & COBIT
	Hall/Singleton Ch. 1
	

	#2

Sep 1
	No Class (Labor Day Holiday)
	Hall/Singleton Chs. 2-3
IIA Mgmt IT Auditing (OL)
	Online Quiz #1



	#3

Sep 8
	Computer Operations

Data Management Systems

Introduction to Audit Command Language (ACL)
Topic Presentations: The COSO & COBIT Control Models

Management of IT Auditing,
IT Controls


	IIA Auditing App Controls
ACL pp. 1-39


	Online Quiz #2



	#4

Sep 15
	Information Security Risk Mgmt, Planning for Security
ACL 

Topic Presentations: Motherboards, ROM and BIOS,
Ram, CPUs, and Buses
Network Topologies & Routers
	Whitman Chs. 4-5
	Online Quiz #3



	#5

Sep 22
	Networks, Internet, E-Commerce
Security Technology I

Topic Presentations: Auditing Application Controls,
Auditing IT Vulnerabilities,
Change and Patch Management
	Hall/Singleton Ch. 5
Whitman Ch. 6
	Online Quiz #4



	#6

Sep 29
	Online Class

	
	Online Quiz #5



	#7

Oct 6
	Security Technology II
Distribute Take-home Exam 1
Topic Presentations: Identity and Access Management,
Continuous Auditing,
Investigative Data Mining in Fraud Detection
	Whitman Ch. 7


	ACL Ex.1

	#8

Oct 13
	Exam 1 Take-home must be posted on BB by 6 pm. 
Part II  is online 4 pm to midnight. 

 (Based on Hall Chs. 1,2,3,5 and Whitman Chs. 4-7 and online readings)
	
	

	#9

Oct 20
	Enterprise Resource Planning
Cryptography

Topic Presentations: IS Standards, Guidelines and Procedures for Auditing and Control Professionals,
NIST Risk Management Guide for IT,
Tracing an E-Mail
	Hall/Singleton Ch. 6
Whitman Ch. 8
IIA Managing Auditing Privacy Risks (OL)
	Online Quiz #6



	#10

Oct 27
	Computer Assisted Audit Tools & Techniques

Physical Security
Topic Presentations: ERP Systems & Special Risks,
Computer Logs


	Hall/Singleton Chs. 7-8

Whitman Ch. 9
ACL pp.40-62
	Online Quiz #7



	#11

Nov 3
	Online Class

	Whitman Ch. 10

	Online Quiz #8



	#12

Nov 10
	Implementing Information Security

Security and Personnel
Topic Presentations: 
	Whitman Ch. 11
ACL pp. 63-75
	ACL Ex. 2

	#13

Nov 17
	Business Ethics and Fraud

Topic Presentations: EnCase and Write Blocking, 
MD5 and Other Hash Algorithms,
RSA and Other Public Key Infrastructures

	Hall/Singleton Ch. 11


	Online Quiz #9



	#14

Nov 24
	Online Class 

	Hall/Singleton Ch. 12
	Online Quiz #10

Term Paper

& Slide(electronic)

	#15

Dec 1
	Fraud Schemes

Term Paper Presentations (20-25 minutes each)

Distribute Take-home Exam 2
	
	Online Quiz #11

Term Paper

(hardcopy)

	#16

Dec 8
	Final Exam 2  Take-home must be posted on BB by 6 pm. 

Part II  is online 4 pm to midnight. 

(Hall Chs. 6, 7, 8, 11, 12 and Whitman Chs. 8-11 and online readings)
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